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Welcome to the world of Blockchain technology, which I fundamen-
tally believe will change our businesses and lives forever.

Blockchain technology is by far the biggest revolution since the birth 
of the internet.  Blockchain technology will affect the entire world – 
citizens, businesses and governments will transform, thanks to 
Blockchain.

Let us start by understanding what Blockchain technology is and 
where it ‘fits’ into the current world.

Blockchain technology is a type of ‘distributed ledger technology’ 
which looks to share data and transactions across a number of differ-
ent places. Unlike traditional databases, distributed ledgers have no 
central data store or administration functionality. A ledger is a record 
of data, which can be any data you wish to store and share.  This ledger 
is tamper-proof and the data is encrypted for security.

 Blockchain Technology Definition

Simple definition in nine words:
‘Trusted and efficient way of sharing data and transactions’
And a longer definition:
‘Blockchain technology can be viewed as a distributed ledger of 

information, which maintains a continuously growing list of records, 
called blocks, secured from tampering and changes. 

Introduction to Blockchain Technology
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1 Introduction to Blockchain Technology8

Each block contains a timestamp and a link to a previous block. 
This means that blockchains are inherently resistant to modification 
of the data – once recorded, the data in a block cannot be altered 
retroactively.’

What Are the Reasons Why We Have Blockchain 
Technology?

My view is that Blockchain technology is the progression of three 
developments made in the last 20 years: The internet, centralization, 
and the ‘trustless’ world.

The Internet and Blockchain
Since the inception of the internet, we have progressed from Internet 
1.0, which was the initial start of the technology and its adoption, to 
Internet 2.0, which is where we currently live.

Internet 2.0 is all about transactions and data – think about how you 
use the internet today – shopping, listening to music, banking, watch-
ing films, and social media – all of these activities are transaction based.

We all use the internet throughout our lives and it has become criti-
cal to our daily lives and our businesses.  This has led to the second 
development: centralization and Blockchain.

As the internet grew through the 2.0 world, the largest global com-
panies have been born: Apple, Facebook, Google, Microsoft, Amazon, 
Uber, etc.  These companies now control our lives on the internet – 
everything we do one of these companies ‘owns’; we do not ‘own’ our 
data and transactions on the internet, these companies do.

This centralization of a few global technology giants has given them 
complete power and influence over governments and our lives.  They 
decide what governments do and they decide what we do.

This power of the giants, together with mainly failed political sys-
tems across the world, has led to the third development described 
below.

The ‘Trustless’ World

We now live in a world where we lack trust in large companies and 
governments.  In Western governments, there has been a trend 
towards nationalism and ‘localism’, causing global trade wars, global 
immigration issues, and governments who cannot operate effectively 
in the new world.
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Ask a millennial if they trust the government and they are likely to 
say, maybe, no, or (even worse) I don’t care. The trust that governments  
once had is slowly decreasing and a new political system is needed 
across the globe.

Large companies’ trust levels are even worse:

●● Do younger people trust banks?  If they did why would the Monzo, 
Revolut, and Starling banks be growing so fast?

●● Do younger people use Facebook? If they did, Mark Zuckerberg 
would not be facing government enquires for illegally selling its 
users’ data.

●● Is Google bringing back search results for you? Or has it been paid 
more to surface a different product to you?

●● Is Uber cheaper, faster, and more comfortable than the centralized 
black cab world in London?

I will not continue as I am sure you understand my point (I am not 
trying to be political or opinionated here; I am surfacing facts and 
experiences that I have seen).

Let me quote a millennial I spoke to in 2018 as to why he was inter-
ested in Blockchain and cryptocurrency investments:

Banks give low interest so I wanted to invest a part of it (although 
cryptocurrency can be risky it really looks promising for the 
future).
The technology itself. I do think blockchain has so many advan-
tages that I think a lot of companies will be interested to invest 
in and will use it for the future.
Power of the banks. Although banks claim crypto is a bubble, I 
don’t trust them a lot. They have a lot of power and regularly 
they use it in the wrong way. Within cryptocurrency I believe 
people can control where and how much they can invest so you 
know what happens with your money.

This is obviously only one person’s view, but I thought it summa-
rized the issues with banks and centralization very well.

To summarize this section, in my opinion, Blockchain is developing 
from these three factors:

●● The internet
●● Centralization
●● The ‘trustless’ world.
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 Blockchain: The Internet of Value

One way to look at Blockchain technology is ‘the Internet of Value’.  
The current internet focuses on transactions and data transfer.  This is 
quickly progressing from ‘data’ into ‘value’ – our data is becoming ever 
more valuable.

Big data is a phrase used to describe the vast amounts of data that 
there is in the world.  We interact with digital devices throughout the 
day, and these interactions are stored in data lakes, pools, and oceans.  
This data is often ‘owned’ by a large organization and can then be used 
to help offer better services, help find cures for medical conditions 
and be used to sell more products that you may want.

This data can also be used for marketing and advertising products 
to you, informing you of issues that may come up in the future and 
selling you products you do not need – data has become a blessing and 
a curse.

With Blockchain technology, you have the ability to ‘own your own 
data’ and use that to create value and transfer and transact value.  
Once you have control of your own data, you can decide what happens 
to this data and where it is used.

Data has become ‘value’ and that value is to you as an enterprise, 
person, or government.  Using Smart contracts and other Blockchain 
technologies, this value can then be shared, reallocated, sold, 
bought, and generally used in a way that is much more flexible than 
today.

Importantly, with Blockchain technology, the Internet of Value is 
transparent and trusted – we will be able to own our own data (value) 
and do with it what we wish.

A very exciting and interesting new world of opportunities will 
emerge from the Internet of Value and the possibilities this opens for 
governments, business, and communities.

 Blockchain has Five Important Characteristics

Let’s now get into the basics of what is Blockchain – the best way to 
look at Blockchain technology is to look at the five most important 
characteristics:

1. Blockchain for truth and trust
2. Blockchain for transparency
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3. Blockchain for security
4. Blockchain for quality and certainty
5. Blockchain for efficiency.

Let’s explore these further:

1. Blockchain for Truth and Trust
One of the fundamental attributes of Blockchain technology is the 
immutability of the data – once the data is entered into the Blockchain 
(and verified) the data is there for eternity and cannot ever be changed, 
altered, or destroyed.  Coupled with the decentralized nature of the 
Blockchain – where each party has the exact same copy of the data, 
this means that there is ‘ONE VIEW OF THE TRUTH’.

We are in a world that lacks trust in many ways – something that has 
crept in over the last 20 years, is now a major issue for governments 
and institutions.

Blockchain has taken a role in the ‘post-truth’ era to help solve 
issues around trusted parties – with Blockchain transactions and 
interactions being shared and immutable, so any issues down the line 
can be tracked and traced.

Blockchain records in time that a transaction took place – which 
can never be changed.

Now, we have to remember that Blockchain is a technology, and 
technology relies on its design and, most importantly, inputs. 
Blockchain will not solve the issue of mistakes and poor data – the 
data that is entered into the Blockchain could be incorrect, but the 
fact that it cannot be changed means this mistake can be found easily 
and the source of the incorrect information can be traced quickly.

2. Blockchain for Transparency
We live in a world of hidden data, processes, and technologies. Data 
on our lives is collected 24 hours a day – where we shop, where we eat, 
where we drive, where we party, where we work, where we enjoy life –  
and all this data is collected by many different parties, who use it in 
different ways and for different reasons – some of which we know and 
some of which we do not know.

If we apply Blockchain technology, we will have a transparent view 
of the data.  Anybody who has access (on a public Blockchain this 
would be anyone, and on a private or hybrid Blockchain this would be 
who is authorized to access the data) can see what data is kept and 
what this data is used for.
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The principle of open and shared data is key here.  The data col-
lected is clearly collected for a reason and that reason is known to the 
parties who then agree (or disagree) to the data being collected.

In order to ensure the data is collected correctly, the ‘owner’ of the 
data can check the detail on the Blockchain and all this will be trans-
parent to those authorized to view.  Any incorrect data, or data used 
incorrectly, will easily be seen and can then be changed (with a new 
set of data as the old data cannot be deleted).

This new world where ‘we own’ our data, is very appealing.  At the 
moment, the tech giants are using our data (often with our forced con-
sent) to improve their profits and business.  With Blockchain technol-
ogy, we can change to a world where ‘our data’ is only used for the 
purposes we agree to, and we benefit from this data.

For example, I may want a retailer to record my personal details and 
my transactional details, to offer me a better deal or a promotion.  
This benefits me and the retailers, and is not a one-sided deal.

Ownership of our data is critical as more and more data on us is 
produced – we are data machines, every action we take is producing 
data and companies are using this for their benefit.  This can continue, 
if we agree, but we need to be able to see what data they have on us 
and what they are using this for.

The General Data Protection Regulation (GDPR) in Europe,  
and Freedom of Information acts, have given more control to users, 
but these are still in the early stages, and the data is still not very 
transparent.

Blockchain can help make data transparent which makes it easier 
for us to control and understand.

3. Blockchain for Security
The data held on a Blockchain is immutable and timestamped.  This is 
critical for the success of Blockchain technology.  Being able to ensure 
that there is one true data point, which cannot be altered or deleted, 
gives more transparency and certainty to our data world.

Securing this data using cryptography is a key part of Blockchain 
technology, and this helps ensure the data is only used for the purpose 
agreed and is safe from theft and data attacks.

As with all technology, Blockchain technology is not the total fix for 
securing data, but it is a great step forward in the world of data 
security.
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4. Blockchain for Quality and Certainty
The data on a Blockchain can be entered from any source (i.e. manu-
ally, from an Internet of Things (IoT) device, from another database, 
or through an API, etc.).  This data should be validated before it enters 
the Blockchain (see Chapter 2 for consensus and automation of this).

If the data is validated before it enters the Blockchain, it will be of 
higher quality than if it is not.  Likewise, if the data is entered from a 
secured database or secured IoT device, it will also have a higher level 
of certainty and quality.

The old adage of ‘crap in, crap out’ still holds true, but with 
Blockchain technology you have the opportunity to enter data which 
is of better quality.  The Blockchain technology also allows bad data to 
be found, tracked, and traced quickly, which helps fix any issue with 
poor quality data much quicker than before.

5. Blockchain for Efficiency
One of the great benefits of Blockchain technology is the removal of 
‘middle men’ or intermediaries.  When I say the removal, I do not 
mean the total removal, but a significant reduction of their use and a 
change of where they become of benefit to the ecosystem  For exam-
ple, in the marketplace chapter, I make the argument that middle men 
are needed to make the marketplace a success.

That aside, the technology will allow the replacement of intermedi-
aries, who add time and cost to processes.  This will add to better 
control and efficiency of the ecosystem around the Blockchain 
technology.

Removing part or all of the intermediaries, using Blockchain tech-
nology, relies on the correct set up and running of the Blockchain 
technology solution.  Consensus and the mechanisms around this are 
key to success and are covered in depth in the next chapter.  Without 
a good consensus and governance process, the intermediaries will be 
needed and the complexity you wanted to remove will be added back.

The second part of the efficiency benefits of Blockchain technology 
concerns ‘Smart contracts’ or programming language using Blockchain 
technology.  I am no expert on Smart contracts, but I do know that 
their use is fundamental to an efficient Blockchain solution.

Discussed later, the basic premise of a Smart contract is to automate 
some of the Blockchain transactions, according to agreed contracts or 
principles.  The basic process: ‘If this happens, then do this’.
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The automation of low-level, high-volume transactions is critical to 
the efficiency of the Blockchain technology.  In a later chapter, I dis-
cuss the world of intercompany transactions – which is based on high-
volume, low-value transactions – if these can be automated, this 
would save significant time and resources for any large enterprise or 
government.

 Blockchain Regulation and Global Trade

A very hot topic, and a very important topic is regarding the regula-
tion of Blockchain technology.  There are many discussions, debates, 
and research into this area and I am by no means an expert on regula-
tion and trade rules.

My chosen way to approach this subject is to discuss the global trade 
aspects of Blockchain technology, and how governments can use reg-
ulation to help develop the use of Blockchain technology for making 
global trade more effective and efficient.

Staying true to the purpose of the book – real solutions – is why I 
have used the discussion around global trade regulation as the area to 
cover.  If we can get the regulation for global trade working, we will 
easily be able to solve regulation in other areas.

I cover the significant benefits of Blockchain technology for the 
global supply chain in depth in this book, and here I want to introduce 
a global expert on trade, a person with a clear understanding of how 
the European government can embrace Blockchain technology and 
help regulate the technology where needed.

I have asked a very qualified contributor to add some details and 
thought leadership here. Emma McClarkin is a Member of the 
European Parliament and in 2018 submitted a MOTION FOR A 
EUROPEAN PARLIAMENT RESOLUTION – Blockchain: a forward-
looking trade policy (2018/2085(INI)).

The purpose of this report is to highlight the current sub- 
optimal issues in supply chains, EU trade policy and customs 
procedures, to identify the plausible benefits derived from 
widespread blockchain implementation, and to recommend 
achievable and gradual policy steps to the European Commission 
and Member States to enable this technology to function.
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I have asked Emma and her team to share with us her thoughts and 
research around the global trade benefits using Blockchain technol-
ogy.  Emma and the team will cover the following areas:

●● Current issues with global trade
●● Current solutions for global trade issues
●● How Blockchain can revolutionize global trade
●● What needs to happen to make this work
●● What the future will look like with this implemented.

Blockchain and Global Trade
Emma McClarkin, MEP

1.  Current Barriers within Global Trade

In my many years working in the European Parliament as a member of 
the International Trade committee, I have witnessed first-hand the bar-
riers to efficiency and innovation in global trade. Businesses, govern-
ments and trade organizations alike have told me of the obstacles to 
trade that they face, from access to specific markets or regions, to man-
aging streams of customs paperwork and data. These barriers are per-
sistent and multifaceted; however, I believe there is a good reason to 
feel positive about the future of the global trading system. The reason? 
Blockchain.

There has never been a more exciting moment to look at radical 
solutions to barriers within global trade. The emergence of technolo-
gies from artificial intelligence to the Internet of Things has sparked a 
torrent of innovation set to break down barriers to trade on an unprec-
edented scale. However, when scrutinizing the potential of these tech-
nologies to dismantling barriers within the global trading system in 
the European Parliament, Blockchain stands out as a fundamental 
game changer.

The sheer pace of innovation in Blockchain solutions by large corpo-
rations such as IBM, to Blockchain start-ups and national governments, 
demonstrates that there is much more to blockchain than media- 
generated hype. As such, I believe it is crucial that policymakers stay 
open to the potential uses of blockchain to address barriers to global 
trade. Whilst it is important to stay mindful of the challenges that 
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blockchain presents, it is crucial to set a flexible forward-looking strat-
egy for the future of global trade that allows Blockchain-based solu-
tions to flourish.

Often policymakers regulate to address weaknesses or create a legal 
framework for businesses to invest. It is a core part of our role to ensure 
businesses have the environment to invest and grow. The use of such 
technology as Blockchain can become a key tool to assist, or even 
transform, the regulatory approach. It is up to us to seize the opportu-
nity to understand its potential.

In this section, I will briefly summarize some of the global trade bar-
riers including transactional costs associated with intermediaries and 
paperwork, trade facilitation and customs procedures, and preferen-
tial market access, setting the scene for a discussion on the revolution-
ary potential for Blockchain solutions in global trade.

Tranasactional  oastas Aasasociated with InterIediarieas and Pamerwork
International transactions rely heavily on the role of intermediaries 
and physical paperwork. Different actors and entities check, process, 
authorize, add, and edit products and goods on supply chains. 
Operating across multiple jurisdictions and working environments, 
this protracted process can add significant time, resources and cost 
that burden operators seeking to produce goods and access markets.

There are several different types of international trade documenta-
tion that are issued and processed. These are commercial documenta-
tion, trade financing documents, logistics and transportation, and 
customs and other border documents. All of these different docu-
ments require extensive coordination across different organizations, 
agencies and operators, with inherent administration costs and time 
consumption. As such, these processes are susceptible to mistakes 
and fraud, which can damage the reputation of producers as well as 
create further delays and additional costs. Moreover, operators are 
often required to submit the same information to various competent 
authorities, which imposes an unnecessary workload to both public 
authorities and businesses.

In 2015, the World Trade Organization (WTO) published a study that 
concluded that trade-associated costs could be tantamount to a 134% 
ad valorem tariff in high-income countries and a 219% tariff in devel-
oping countries. Such costs include physical paperwork and duplica-
tion of administrative procedures by interacting with sometimes over 
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a dozen different customs and government agencies. Whilst the 
importance of complying with different regulations on health, food, 
safety, and consumer protection cannot be overstated, there is a clear 
need to simplify and streamline customs and border procedures to 
reduce spiralling costs.

Reducing bureaucratic barriers to trade is one of my core objectives 
as a policymaker. Technology can simplify the need for duplications, 
unnecessary interactions to provide overlapping documentation, and 
administrative paperwork. We need to be open-minded about how 
old systems can be assisted and reformed by emerging technologies 
to find practical, workable solutions.

Trade  acilitation and  uastoIas Procedureas
Trade facilitation has received increasing attention owing to the 
potential to assist businesses that have to navigate a myriad of proce-
dures, rules, and operations at the border. Costly and inefficient border 
procedures present a significant burden on operators. Businesses 
applying for customs clearance may be required to first obtain differ-
ent licenses, permits, certificates, and other authorizations from a 
competent authority, which is then submitted to customs control and 
these supporting documents are checked to determine the placement 
of goods under a customs procedure. Customs authorities are then 
required to check the certificates and licences issued by other compe-
tent authorities to certify goods comply with standards and 
regulations.

This is just a brief overview of the process businesses have to navi-
gate and in itself demonstrates why technology has been incorpo-
rated as a tool to assist trade facilitation. I believe we can go further 
than this and the World Customs Organization’s pioneering research 
into the potential of emerging technologies in customs and trade facil-
itation signposts the way.

Exchange oe IneorIation
Limited and inconsistent information throughout the supply chain is 
commonplace and hinders the flow of goods. Different stakeholders 
such as certifiers, laboratories, producers, regulators, and consumers 
carry out inputting and processing on a supply chain. With such fre-
quent exchanges between parties, there can be issues with data qual-
ity, delays in the submission of data, and mistakes in data. Indeed, the 
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necessary information is not always fully accessible between those 
who require it. This creates further delays and duplications that can 
result in goods not reaching their destinations in time and adds cost to 
manufacturers and producers.

In such cases of inadequate exchange of information, the traceabil-
ity and accountability of goods are more susceptible to fraud vulnera-
bilities relating to security and safety of supply chain. Customs 
authorities are therefore forced to make greater interventions to inves-
tigate and test products against their compliance with various proce-
dures and regulations.

Seamless exchanges of information between different parties across 
supply chains, customs officials and regulators will improve trust in the 
provenance of products and increase business compliance. We must 
explore ways in which Blockchain can facilitate instantaneous and 
secure information being shared with specific entities.

Increaasing the Uase oe Preeerential Trade Acceasas
The primary function of a country’s trade policy tools is to further 
enhance the preferential market access of its producers and widen the 
choice of consumers. One such tool is the negotiation and conclusion 
of Free Trade Agreements (FTAs). However, there is growing concern 
over the underutilization of the trade preferences guaranteed by these 
FTAs. Conditions attached to greater levels of reciprocal market access 
can be complex and burdensome. Under non-preferential access, a 
textile manufacturer in country A may incur a tariff when exporting 
goods to country B. An FTA may facilitate the lowering of these tariffs 
or remove them altogether. In most cases, to make use of this reduced 
tariff, the exporter will need to demonstrate compliance with the 
country’s rules of origin. This is where an exporter needs to demon-
strate the nationality of a good to ensure the product is what it says it 
is. For instance, 40% of a particular garment may need to be produced 
in country A in order to qualify for the preferential tariff in country B. 
Exporters are often reluctant to produce the necessary paperwork and 
certification to demonstrate the composition of the good its exporting 
as this total cost can often be higher than the tariff they would incur 
outside the preferential access.

Explanations for this centre around two issues. One is the difficulties 
in understanding the rules for obtaining preferential origin. Another is 
the cumbersome procedures for obtaining documents needed to  
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benefit from preferential treatment. Such issues are a particular disin-
centive to small and medium-sized enterprises (SMEs), for whom the 
challenge of navigating these complex rules is far greater than larger 
companies who are able to absorb any necessary cost.

Technology can lessen and remove the disincentive complex rules 
created for businesses to utilize the hard-won access granted by FTAs. 
The production of electronic certificates and online processing sys-
tems is just the first step to incorporate other exciting and emerging 
technologies.

Illicit  oodas, Trade-Baased Money Laundering (TBML), and Lack oe 
Tranasmarency
Operators can struggle to isolate and identify an instance where a con-
taminated, faulty, or tampered-with product has entered and been 
distributed on a supply chain. Large-scale recalls on health, safety or 
consumer protection grounds can be incredibly costly and take a pro-
longed period of time, during which more faulty products are being 
purchased and consumed. For instance, if particular models of a car 
had a fault, it will take time and resources to investigate the genesis of 
the fault. If the fault was caused at one particular assembly plant, a 
recall would be restricted to cars that passed through that plant. Still, 
such undertakings involve significant expense and delay to 
businesses.

Legitimate trade is often used to mask illicit criminal activity. This 
trade-based money laundering (TBML) often comprises schemes that 
seek to over-complicate the documentation and processing of legiti-
mate trade. Overvaluation or undervaluation of goods on invoices, 
and peculiarities in the transit routes are common indicators of illicit 
trade. Customs organizations require greater exchange of information 
with producers and other entities to detect, investigate, and remove 
illicit goods from circulation.

Consumers increasingly wish to know the provenance of goods and 
the conditions of extraction, production, assembly and delivery –from 
understanding whether food and agriculture have been procured 
from sustainable sources to whether textiles have been assembled in 
ethical conditions. Businesses compete to ensure they can provide 
greater information on the products they sell, but doing so can involve 
great expense to track, store information, and label accordingly.
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By incorporating blockchain and other technologies into the range 
of tools customs officials have at their disposal, they can highlight, 
investigate and intervene to remove possibly illicit or fraudulent prod-
ucts, thereby safeguarding the interests of consumers and 
businesses.

2.  Current Technological Solutions for Global Trade Issues

Since the advent of the internet, new technologies that better enable 
businesses to invest and export are developed on a daily basis. 
Advances in technology have had the twin effect of reducing the natu-
ral barrier of distance and simplifying the complex web of rules and 
regulations.

I will briefly discuss a few different technologies that are particularly 
prominent in the field of international trade. This varies from the per-
spective of both customs and regulators to that of businesses.

Measures such as paperless trade are being explored and piloted by 
a range of governmental organizations. For instance, the United 
Nations Centre for Trade Facilitation and Electronic Business (UN/
CEFACT) developed recommendations to incorporate electronic infor-
mation flows to simplify, standardize and harmonize procedures. 
However, where paperless and electronic trade procedures measures 
have been introduced, there are issues regarding the inadequate 
implementation. In some economies, they are little beyond the pilot 
and concept stage of implementation.

Sophisticated simplification platforms have also been researched 
and piloted on a large scale to address some of the complexities within 
customs rules and procedures. Most prominent of these are ‘single 
window systems’. These systems for customs organizations enable 
businesses to electronically submit applications for certificates, 
licenses, permits, customs declarations, and payment of tariffs and 
other fees at one single point. Reducing the multiple channels of inter-
actions with different officials, regulators and inspectors to one single 
entry point significantly cuts the paperwork and inefficiencies associ-
ated with duplication.

Different technologies are increasingly being piloted and incorpo-
rated into global supply chains. Data analytics, track-and-trace tech-
nology, and/or Internet of Things (IoT) devices, Radio Frequency 
Identification (RFID) technology and artificial intelligence to name but 
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a few. These technologies can identify the past and current locations of 
inventory items along a supply chain in order to reduce the burden on 
manufacturers and producers to produce a detailed audit trail. Owing 
to their well-tested potential to reduce costs, these technologies are 
located in several different industries, such as retail, logistics, food, and 
drink.

The different technologies discussed here should not be viewed as 
necessarily an alternative or rival to blockchain. Instead, a holistic anal-
ysis is required which considers how blockchain can interact with 
these different technologies, where are the shortfalls with each system 
and how could another technology remedy this. In order to obtain the 
larger picture of how these technologies can work, it is vital to under-
stand precisely what blockchain means for international trade.

3.  How Blockchain Can Revolutionize Global Trade

I have witnessed first-hand how blockchain can be harnessed to break 
down the barriers to efficiency in global trade and streamline persis-
tently paperwork-intensive customs procedures. However, can block-
chain fully revolutionize international trade? This question has 
dominated conversations with my colleagues in the European 
Parliament, alongside the myriad headlines claiming that blockchain 
can transform all manner of policy problems.

Whilst blockchain is not a silver bullet, its key features of immutabil-
ity, proof of origin and verification certainly have the potential to trans-
form how we conduct global trade. And it is ready to be deployed 
today.

Blockchain can reduce the cost of transactions between parties by 
removing the need for physical paperwork, as well as the administra-
tive hurdles imposed by third party intermediaries.

The revolutionary potential of blockchain stems from the enhanced 
trust that blockchain instils in transactions between parties. This in 
turn improves transparency, and strengthens the certainty of prove-
nance of goods.

Among the multitude of benefits and applications of blockchain, I 
will discuss its potential to revolutionize two key areas within global 
trade, streamlining documentation and securing data flows.
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StreaIlining  ocuIentation
The current paperwork-intensive nature of global trade transactions 
means that documents can be prone to errors, losses, and fraud. 
Blockchain has the potential to revolutionize global trade processes by 
reducing this dependency on large volumes of paperwork and manual 
verification of documents.

However, blockchain is not a single solution and we are a long way 
from digitizing global trade processes from start to finish. Even as 
blockchain solutions start to become integrated into trade transac-
tions, it is inevitable that some forms of documentation and paper-
work will still be required. Nonetheless, the streamlining effects of 
blockchain have the potential to facilitate further transactions on sup-
ply chains through reducing paperwork, thereby increasing global 
trade. When it comes to commercial transactions, I have noted from 
engagement with stakeholders that businesses may be averse to stor-
ing sensitive data on the blockchain. It is due to this reason that my 
report for the European Parliament’s International Trade committee, 
‘Blockchain: A forward-looking trade policy’, solely considered the use 
of private and permissioned blockchain for streamlining international 
trade procedures.

The notion of going paperless in global trade may not yet be fully 
realizable; however, the potential for blockchain to make customs 
more data-driven is real. For example, by participating in a blockchain 
network, customs organizations will be able to collect the data 
required for a good to pass through a supply chain in a more accurate 
and timely manner. Information recording the status, location, buyer 
and seller of a good could be collected and processed as data instead 
of a series of paper documents.

Distributed ledgers also allow all parties in a transaction to see the 
same information recording the status of consignments at the same 
time. This not only improves the ease of communication between par-
ties in a transaction, but it also fundamentally provides mutual trust.

In order to ensure that blockchain can successfully drive down our 
dependency on documentation, both private companies and govern-
ments will need to work together to foster an open and transparent 
regulatory environment that remains flexible yet prepared to under-
stand changes in technology. This is essential to allow for future inno-
vation and developments in blockchain uses.
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Securing  ata  lowas
Another important area in which blockchain has the potential to revo-
lutionize global trade is through securing data flows.

Cross-border data flows are an integral function to global trade 
transactions, in addition to the blockchain architecture. By defining 
levels of access and validation procedures for users, blockchain has the 
potential to validate transactions across global trade transactions, 
from start to finish.

There is an undeniable connection between blockchain and cross-
border data flows for global trade. A network based on blockchain can 
provide trust between different platforms by integrating previously 
disparate data from multiple sources. For example, data recording the 
provenance of a good and validating its progress along a supply chain 
may currently be stored in multiple sources. Blockchain can bring this 
data together in an immutable record.

Moreover, blockchain has the potential to facilitate and even 
strengthen the security of data flows to prevent the use of fraudulent 
documentation and counterfeit goods in global trade supply chains. 
For example, documents that require frequent amendments and veri-
fications along multiple stages of a supply chain could benefit from 
greater certainty. This is because blockchain automatically registers 
documents and stores data chronologically without amending previ-
ous entries on the chain.

However, there is a notable challenge posed by the relationship 
between blockchain and the implementation of the EU’s flagship pri-
vacy legislation – the General Data Protection Regulation (GDPR). By 
its fundamental nature as a database technology that allows for the 
decentralization of data, blockchain appears to be at odds with some 
of the requirements imposed by the GDPR.

However, the EU’s Blockchain Observatory and Forum has stated 
that whilst there may be an impression that blockchain and the GDPR 
are incompatible, ‘this is far from the truth’.

I believe that blockchain can actually provide solutions to the ‘data 
protection by design’ provisions of the GDPR through their shared fun-
damental common principles of ensuring secured and self-governed 
data.

In addition, the GDPR can have a more limited effect on commercial 
transactions, due to the absence of personal data stored on private 
and permissioned blockchains. There are intensive and currently 
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inconclusive debates regarding the extent to which anonymized per-
sonal data stored on a blockchain can be compliant with the GDPR. 
However, the EU Blockchain Observatory and Forum has considered 
that the use of hashing to generate ‘unique digital signatures of data’ 
stored off the chain as a potential solution.

Given this evolving challenge, it is essential that necessary safe-
guards and regulatory oversight are implemented to consider cases in 
which GDPR applies to the storage of data on the blockchain. As part of 
this, blockchain architecture must be designed in compliance with the 
right to be forgotten and verified users of blockchain and blockchain-
based applications should have access to the data directly related to 
transactions in which they are involved at all times, in accordance with 
rules of access.

Blockchain represents a new paradigm of data storage and process-
ing which is capable of decentralizing all aspects of global trade, from 
human interactions along supply chains to trade finance. The rise in 
blockchain-based trade processes presents both opportunities and 
challenges for securing data flows, as data is immutable once entered 
in to the blockchain and shared with participating users.

It is important to recognize that blockchain by no means automati-
cally supports data sovereignty, and therefore specific care must be 
taken to design blockchain architecture that achieves this. In this 
respect, blockchain and blockchain applications must integrate mech-
anisms into their design that ensure data can be fully anonymized. 
Private companies, national governments and international institu-
tions need to continue to work to identify best practices for integrat-
ing these mechanisms as the deployment of blockchain solutions 
becomes ever more prolific.

When considering the transformative potential of blockchain for 
global trade, there are important implications for cross-border data 
flows. This is especially true of areas such as the fight against money 
laundering, tax evasion and the financing of terrorist activities. 
Through my work in the European Parliament’s International Trade 
committee, I have maintained that the implementation of blockchain 
needs to be anticipated by delineating the information that will be 
stored on and off the chain – with an emphasis to personal data being 
stored off-chain. This is essential to ensure the positive potential of 
blockchain in global trade can be properly realized.
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4.  What Needs to Happen to Make this Work?

There are clearly a multitude of benefits and potential uses of block-
chain for global trade. However, how can we actually make it work?

Several pilot projects and implemented use cases have demon-
strated the widespread potential for blockchain in the global trade 
arena. There are at least 202 government blockchain initiatives in 45 
countries around the world, with economies in the Asia-Pacific, 
Americas, and Middle East particularly investing in blockchain for 
trade.

In this context, it is more important than ever that best practices are 
shared in a policy and regulatory environment that is created to both 
foster an understanding of blockchain and encourage innovations in 
technology.

I will discuss three considerations that are essential to make block-
chain work for global trade. These include regulatory considerations, 
international standards, and fostering greater understanding of block-
chain to boost both commercial and public investment.

 egulatory  onasiderationas
As Emmanuelle Ganne of the World Trade Organization states, ‘going 
paperless requires more than the technology and technical interoper-
ability. It requires a conducive regulatory framework’. The correct 
frameworks for recognizing digitized documents and transactions are 
essential for ensuring frictionless trade.

Given that countries have differing degrees of legal provisions to 
recognize tools, such as e-documentation and e-signatures, we are far 
from having a global trading system that allows for fully paperless 
trade.

Blockchain-based cross-border trade will require common defini-
tions and regulatory frameworks; however, this does not have to mean 
the creation of burdensome legislation that will stifle innovation. Quite 
the opposite. Policymakers should be taking this opportunity to con-
sider how regulations can be designed flexibly, to stand the test of 
time and welcome developing technologies. Commercial organiza-
tions must feed in to the design of these frameworks, placing priorities 
for business at the heart of regulation.

The UN/CEFACT points out national regulators will play a ‘special 
role’ as they provide a point of convergence for data. Since one of the 
key benefits of blockchain is the potential to integrate data from  
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multiple sources, it will be essential for regulators to build mechanisms 
that can recognize and facilitate convergence.

Similar to commercial businesses, national authorities are unlikely 
to share access to sensitive information with participants outside of 
their jurisdiction. As a result, UN/CEFACT have highlighted that new 
ways to verify and share data with other countries in an appropriate 
manner will need to be developed.

The potentially heightened security created by storing data on  
a decentralized, immutable ledger could enhance current global trad-
ing practices by providing trust. However, flexible regulatory frame-
works that can change with developments over time are necessary to  
facilitate this. After all, the impact on trust, security and consumer  
confidence from blockchain deployment in the future could be 
unprecedented.

International Standardas
Another consideration for how we can make blockchain work for 
global trade is the development of coherent international standards.

In this area, the International Standards Organization (ISO) and UN/
CEFACT are already making great strides towards developing technical 
standards that will allow blockchain to flourish across the world.

For example, the ISO is currently working to develop 11 interna-
tional standards for blockchain, ranging from terminology to taxon-
omy and ontology, guidelines for governance to privacy and personally 
identifiable information protection considerations.

Furthermore, UN/CEFACT is considering the opportunities pre-
sented by blockchain for trade facilitation and improving e-business, 
identifying gaps in its existing standards for new specifications that 
focus specifically on blockchain. To achieve this, UN/CEFACT have pro-
posed the development of a conceptual model of the international 
supply chain that demonstrates the role of emerging technologies, 
including blockchain, within a broader map of stakeholders, services 
and standards. Initiatives such as this are integral to building an inter-
national environment that shares understanding of how blockchain 
can best enhance global trade.

We need these internationally recognized standards to ensure that 
blockchain deployment can work across international supply chains 
and in global trading agreements. This is why my report, ‘Blockchain: a 
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forward-looking trade policy’, called on the European Union and its 
member states to lead in the process of standardization.

Yet this is not solely a task for international institutions and national 
governments – commercial businesses must take the reins and actively 
contribute to advisory and working groups where appropriate to feed 
in their experience and perspectives.

Building Shared Underastanding
Stakeholders from across commercial business, civil society and gov-
ernment must work to build a shared understanding of blockchain 
and its implications for global trade. This is crucial for encouraging 
investment in blockchain deployment through building confidence in 
the technology itself.

For example, the Government of Gibraltar launched a trade associa-
tion in 2018 that aims to facilitate communication between policy-
makers and the private sector on driving approaches to blockchain. 
Through promoting high standards for professional conduct in block-
chain and educational programmes to advance a fundamental under-
standing of the technology, this initiative looks set to build much 
needed confidence for the technology.

Moreover, through its Going Digital project, the Organisation for 
Economic Co-operation and Development (OECD) has actively reached 
out to national governments to raise awareness and increase under-
standing of digital transformation. Drawing on the need for coopera-
tion and collaboration on a domestic level, the project highlights that 
digital transformation is truly transversal. In this vein, it is essential that 
the streamlining and trust-building opportunities provided by block-
chain are harnessed in outreach to developing countries and transi-
tioning economies.

Stakeholder engagement is at the heart of blockchain deployment 
for global trade. From citizens to commercial business, NGOs to 
national governments, the clearest way to make blockchain deploy-
ment work is to start from a holistic perspective. By sharing best prac-
tices and concerns about security, data protection and deployment, 
international frameworks can be designed with users in mind.

Through an open dialogue, a better understanding of the benefits 
of blockchain can be developed amongst stakeholders for global 
trade, thereby boosting confidence to invest in this technology.
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5.  A Blockchain-Based Future for Global Trade?

Although we are still a long way from a purely blockchain-based global 
trading system, the future for this technology does look brighter than 
the hype generated by the Bitcoin buzz.

A multitude of use cases now exist, from those pioneered by IBM, 
including the creation of TradeLens with Maersk and collaborations 
with Walmart, to the deployment of the world’s first blockchain for 
cross-border trade in Singapore. These use cases demonstrate the 
wide-ranging potential of blockchain to streamline customs proce-
dures and cut paperwork.

Ultimately, blockchain solutions to global trade problems should 
play a part in policy considerations. However, the international regula-
tory environment must remain flexible for now, in order to allow inno-
vation to flourish. Nonetheless, commercial business and governments 
alike must be prepared to approach policy challenges related to block-
chain head-on, and collaborate with stakeholders to find holistic solu-
tions that do not constrain technological development.

There are, of course, those who will have concerns that through cut-
ting paperwork and streamlining existing procedures, the implemen-
tation of blockchain-based solutions could risk jobs in global trade in 
the future. Yes, blockchain solutions have the potential to improve cost 
efficiency. However, the advent of blockchain in global trade also pre-
sents the opportunity to grow a new industry for research and engi-
neering in its own right.

Indeed, blockchain must be researched and analysed in conjunction 
with other emerging and existing technologies. It is imperative that 
blockchain is not used as the sole solution or alternative means of 
working in every instance, as in some cases existing technology may 
be a more rational investment.

The potential impact of blockchain solutions in the global trading 
system on trust, security and consumer confidence is massive. This is a 
race to innovate, not a race to regulate. As such, whilst it is important 
to be mindful of the challenges that blockchain presents, business and 
policymakers alike must remain open to the radical potential of this 
technology and ready to step in where necessary to implement inno-
vative solutions to finally break down barriers in global trade. 
Blockchain is the key to unlock huge potential and increased global 
trade creating prosperity for all.
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 Other Important Blockchain Benefits

Blockchain Theory for Good

The first part of my Blockchain research was highly focused around 
the world of decentralization and the sharing world or economy.  This 
side of the Blockchain technology is potentially of great interest to me, 
but not for this book or for enterprise Blockchain.

Let me explain my views. A completely decentralized and shared 
world is becoming a discussion area in many circles, from academics 
to government to millennials to business.  The vision of a world where 
everybody is equal and we all ‘own’ our share of the world which is all 
equal, could happen, and Blockchain technology would be a great sup-
porter or enabler of this type of future.

My view is not so decentralized.  We are all born into a centralized 
system – we get some sort of centralized ID when we are born.  We 
attend a centralized education system; what it teaches is irrelevant, as 
most of the world has a centralized education system.  We enter the 
world of work, often employed by a centralized organization, where 
we are given an employee number.  We go to the health services and 
are given centralized records and numbers.  I will not continue, but 
you get my point – we are 100% centralized, whether we accept this or 
not.

If you accept that this is our life and has been for hundreds of years, 
then I question how we can move to a decentralized world so quickly? 
We are not capable as humans to change that quickly, and most 
humans do not or cannot change – the majority of people like the 
status quo.

So if we accept that we are centralized and the majority do not want 
change, why would we have a decentralized world? It just seems 
impossible in the next few generations.  I have no doubt that in 100 or 
200 years, there could be a decentralized world, but there could also 
be aliens running the world or robots in charge!

In my first few months, especially around the Ethereum community, 
I explored this concept and how Blockchain can help to achieve this.  I 
soon learnt that this, whilst noble, was a journey that would take cen-
turies, and so I stuck to the world of real uses for Blockchain over the 
next 50 years, which will make decentralization a distant possibility, 
but a fundamental principle of Blockchain technology.
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I look at this part of Blockchain technology as a ‘belief system’ and 
the vision of the ‘shared and decentralized world’ is a long way in the 
future.  But we can take significant steps towards this vision by using 
Blockchain and other emerging technologies to become less reliant on 
centralized powers, and understand what these powers do and do not 
control.

Watching the price of Bitcoin during 2017 to 2019, it is obvious to 
me that the vision of a global decentralized currency has ruffled many 
feathers.  The ‘control powers’ have made it very very clear that they 
will not let Bitcoin take over the payments and tax systems and gov-
ernment controlled systems.  This is clearly, from the price crash and 
the control of the prices, to help drive miners out of business.

Was this a concerted effort by the powers that be, or was it just the 
natural markets playing out what markets are set up to do?  If you look 
at regulated (aka centralized) markets they are governed and manipu-
lated by the control structures; if you look at the unregulated world of 
Bitcoin and crypto exchanges, they are at the free will of any manipu-
lation, by any party.

I am not suggesting that Bitcoin is the best example of Blockchain 
technology (in fact I do not think it is, and explain this later in 
Chapter  8), but I think it’s a great example where the centralized 
authorities have made it crystal clear they do not like the decentral-
ized currency.

As Blockchain technology matures, and more excellent use cases are 
implemented, the control structures will intervene – they always do.  
My hope is that they intervene pragmatically and do not stop the 
innovation that is happening in this world.

Without people thinking differently, the world will not change, and 
let’s face it, the world in 2019 is having a very tough time.  Change is 
not easy, and most people do not embrace change, but my end mes-
sage on this is to ‘step out of your comfort zone and learn about the 
transformation impact of Blockchain technology on your life and your 
business’.

Blockchain and Diversity

One area in which Blockchain technology is a massively important 
topic is around the diversity of the new world and the eco system.  
Within the Blockchain community, there is no old school stereotypical  
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majorities and ownership.  The fact that this is a new and innovative 
technology, which appeals to innovators, academics, entrepreneurs as 
well as the people who want a decentralized, less controlled world, has 
led to an exciting and beautiful mix of people.

I see a complete mix of people around the Blockchain technology 
world who cross boundaries, borders, religion, sex, age, beliefs, sexual 
orientation, status, wealth, intellect, hobbies, disabilities, etc.  The peo-
ple who are looking into this technology see no boundaries and have 
a global mindset – this is important.

The ability to see the foundations of a technology which allows 
more control to each person, improves trust (in a world of fake news) 
and allows more direct relationships (fewer intermediaries) has 
brought together everyone from every sphere of life.

I love this part of the Blockchain world. I see fresh ways to look at 
the world:

●● More trust
●● Lots more sharing
●● More collaboration
●● Less judgement
●● New and developing ideas.

There seems to me to be an ‘in it together’ mentality where we can 
develop this together and we are all equal in our contributions.  
Nobody, at this stage anyway, knows any more than any other person –  
Blockchain technology is still too new.  If anyone tells you otherwise 
they are lying – it takes 10 years to become an expert and the reality of 
Blockchain technology is only around 5 to 7 years.

The mentality of ‘in it together’, is helping to develop some amazing 
communities, consortiums, and groups.  I have been to countless 
meetups, held countless keynotes and met with countless users of 
Blockchain technology, and each time I find a new piece of informa-
tion and learn something new about my world now and the world in 
the future.

The birth of this new technology, which is global and free, has meant 
that the old networks are now defunct – you do not need a certain 
name, a certain salary, drive a certain car or live in a certain country  
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to add to this world – you can add to the development of Blockchain 
technology from anywhere with an internet connection.

This is exciting – this means you can be truly global and truly work 
with people from any background – I do this daily and I can only see 
this getting wider and more inclusive as we progress.

Technology is not just about making money and building business, 
it is also an enabler to a brighter, more inclusive and more culturally 
diverse world – embrace it and don’t fight the change.

Blockchain for All Types of Organization

The great part of this being new technology and decentralized in 
nature, enables any organization of any size to get involved.  The fact 
that the technology is relatively cheap to test and build (most of the 
main Blockchain technologies are open source and shared) means 
that we can all try and build Blockchain solutions.  Of course, the 
larger business can exploit the tests on a much bigger scale, but indi-
vidual people and start-ups can also use the technology.

Every day, I interact with Blockchain people, and these are from all 
areas of business, government, and academia.  This wide pool of exper-
tise has allowed many new parties to work together in ways that would 
not have happened in the past.

For example, the large corporates are hosting meetups, to allow the 
individuals and smaller companies the opportunity to work with them 
on solutions; the UK Government has established the All-Party 
Parliamentary Group on Blockchain (where I am a board advisor) 
which is made up of many different experts, companies, and govern-
ment organizations; and the Blockchain-related conferences are filled 
with large and small organizations, all working together to build the 
Blockchain technology use cases and ecosystem.

This wide opportunity will allow different business models, organi-
zations, groups, and structures to appear.

Blockchain for New Business Models

We are at the beginning of a new paradigm for life and business.  In 
science and philosophy, a paradigm is a distinct set of concepts or 
thought patterns, including theories, research methods, postulates, 
and standards for what constitutes legitimate contributions to a field.
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As you progress through the book, you will see that there are already 
a vast number of new concepts and thoughts which are shaping the 
world with Blockchain technology.  I have covered the high level areas 
in this chapter, and will explore many more as we progress through 
the book.

What the new paradigm offers, is a new set of global ecosystem 
opportunities.  These are still at an early stage, but you can see that this 
will lead to new ways of working together, new organizations, new mar-
kets, new ways to govern, new ways to manage your health records, etc.

This is the exciting part of Blockchain technology, where you can 
look to totally new ideas and work with others to build these ideas into 
real solutions and use cases for life and business.

Example: The DAO – Decentralized Autonomous Organization
A DAO is a new concept that relates to how a new company could be 
formed with no central authority and just a set of rules, coded into the 
Blockchain to make the business happen.

Let us take an autonomous self-drive car, which is driving around 
the streets dropping off its latest rider.  After dropping the rider off, 
the car uses its profits for a trip to drive to a charging station to 
recharge its batteries.  Except for the initial programming, the car 
does not need outside help to determine how to operate and fulfil its 
role as a driverless car.

A ‘thought experiment’ by former Bitcoin contributor Mike Hearn 
describes how Bitcoin could help power leaderless organizations 
30-plus years into the future.

What Hearn described is one future use case for a decentralized 
autonomous organization, or a DAO, an idea that swirled through the 
community not long after Bitcoin was released in 2009. The thought is 
that if Bitcoin can do away with financial middlemen, then maybe 
companies and other organizations can one day operate without hier-
archical management.

So, DAO’s aim to program in code (Smart contracts), certain rules 
that a company would use from the beginning.

These smart contracts can be programmed to carry out a variety of 
tasks, such as doling out funds after a certain date or when a certain 
percentage of voters agree to fund a project.

Some followers say it can work for an organization where any sort of 
decision needs to be made, not just those related to money.  Essentially, 
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they see it as a way to cryptographically guarantee democracy, where 
stakeholders can vote on adding new rules, changing the rules, or 
ousting a member, to name a few examples.

My personal opinion is similar to my views on decentralization as a 
whole.  There are obvious benefits to these types of organizations, but 
we are far too early in the maturity of Blockchain technology, and the 
maturity of our own selves when it comes to centralization.

Nevertheless, this is a great theory which some people within the 
ecosystem are actively testing, and I am sure there will be some great 
use cases around this over time.

New Blockchain Companies

Blockchain technology is bringing about many new opportunities and 
with new opportunities there will always be new business models and 
new companies.

Many of these companies are not even thought out yet, but there are 
many new use cases, which are leading to changes in the current world 
and opening opportunities for the new world.

Within the use cases, you will see new opportunities and some of 
these will grow to new companies.  I also discuss at length how I 
believe the marketplace model will be transformed with Blockchain 
technology.

Blockchain Is Not a Verb!

And my final part of this introduction is around my favourite quote 
which is based on years of meetings and discussions around the world 
of Blockchain technology:

Blockchain is not a verb – you cannot Blockchain it

I have spent many meetings where people discuss Blockchain as a 
verb. . . ‘Well we could Blockchain this’ and ‘We can Blockchain that’.  
You cannot ‘Blockchain’ anything!

We can implement Blockchain technology to help improve a pro-
cess, or develop a new idea, but we cannot ‘Blockchain it’.

This is a little tongue in cheek, but I do find that many people still 
have no idea what Blockchain technology is, and even more have no 
idea of the potential of Blockchain technology.
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As you read through this book, I hope it will educate you further on 
the transformational possibilities of this new technology, and this will 
give you the thirst to learn more.  The more people understanding the 
technology, the more widely adopted the technology will become and 
the more benefits of this technology will be seen, and sooner.

Let us now look at the different types of Blockchain technology to 
help develop our learning right away.
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